No. Muc luc Cac diém can chu y SEO Hoc tir
1 Title Title cac trang da cé chwa?
2 Description Mo ta trang da cé chuwa?
3 Keyword Thé tim kiém keyword d& c6 chuwa?
4 Thé meta, OGP Anh OGP khi share twitter, facebook da hién thi chwa?
5 Thé GA, GTM Thé google analytics khach hang mudn thém vao khéng?




No.

Muc luc

Cac diém can chi y SERVER va CODE

Hoc twr

Chéng XSS

/IX% ly XSS tlr php
convert_html_special()

/I Xt ly XSS tir laravel
{11 1y @éi thanh {{ }}

Cu phap check xss mau cho input, textarea
\"\"" a--></textarea><s>NTTCom/</s>{{9-2}}${7*7}
\"\"" a--><s>NTTCom/</s>{{9-2}}${7*7}
['><s>TEST</s>|

M><s>TEST</s>]

l</textarea>TEST</s> |
ITESTA</option><option>TESTB |
[--a><s>TEST</s> |

ljavascript:alert(123);//1

I{7*7}}1 dung dé check khi viét bang angular.js
T${7*7}J

Tex - Tu

SQL injection

Viét bang query builder Laravel Eloquent ORM la giai quyét duoc,
nhwng nhuwgc diém bj cham so véi query thuwdng

Tex - Ta

Cai dat server

/I HTTP response header can add thém
Content-Type: application/octet-stream
X-Content-Type-Options: nosniff
X-Frame-Options: DENY
X-Download-Options: noopen
Cache-Control

vi /etc/httpd/conf/httpd.conf
# HTTP TRACE method off
TraceEnable off

/I &n php version
letc/php.ini

expose_php = Off
systemctl restart php-fpm

// &n httpd version

------- httpd.conf----------------—--
ServerSignature Off
ServerTokens ProductOnly

/1 Setting cho trwéng hop server nhiéu ngudi dung

pm.max_children 100

pm.start_servers 25

pm.min_spare_servers 25

pm.max_spare_servers 75

vi /etc/php.ini memory_limit = -1 — D&i thanh memory_limit = 256mb)
Tham khao céach tinh gia tri tai day: https://spot13.com/pmcalculator/

/I Check xem can thay ddi gia trj worker khéng.
worker_processes va worker_connections

Tex-Tu
Mi-glamu - Long




Xt ly load trang cham

/I Check va giai quyét cac van dé sau

1. Tim slow query trén AWS, cac query trén 1 giay la cham.

2. Banh index cho cac trwéng where nhidu chura?

3. Néu query cham, c6 thé x& ly di liéu trwéde rdi query khéng?

4. C6 gap I6i Duplicate N+1 |&p nhiéu cau query gidng nhau trong cting 1 trang khéng?
https://prnt.sc/19Zt-rV8Zcxo

5. Xt ly mini file javascript, css

6. Co goi thira file js khong?

7. Co xt ly thira request bén redis khong? Xt dung Datadog dé kiém tra.
https://prnt.sc/QnbM8WW?7Ri4z

/ICheck query
explain select ~~~
show prosesslist

Mi-glamu - Long

Setting AWS Cloudwatch mau

AWS Cloudwatch setting tham khao:

ALB RequestCount warn 5 5D 1T —4HR A > kDRequestCount > 5000

EC2 Status Check Failed 5 SN D1T—41R4 > D StatusCheckFailed >= 1

EC2 CPU Utilization crit 5 AN 17 —47R 4> M CPUUtilization > 80

RDS CPUUtilization crit 5 S HND1T—42R A OCPUULIlization > 80

RDS FreeableMemory 5 RN 1T —HRA > kDFreeableMemory < 100000000 (100MB)
RDS DatabaseConnections 5 HAD1T—42RA > kD DatabaseConnections > 100

TargetGroup HTTPCode_Target_4XX_Count warn 5 5HN®M1T—4:RA > rDHTTPCode_Target_4XX_Count > 200
TargetGroup HTTPCode_Target_5XX_Count warn 5 3N ®MD17—4R4 > FOHTTPCode_Target_5XX_Count > 10

Mi-glamu - Long

Setting SSL

Co 2 cach:
Setting trén server
Setting bang AWS dung Certificate

Tokio - Tién

Check hiéu suét API

Dung postman, jmeter danh gia téc do trang

Tokio - Ha

Cai dat log slack

Bao khi co error log
Bao khi cé error php-fpm va nginx

CRXL - Quan, Long

SEO

Title,

description,

meta,

OGP image,

OGP image cho twitter
favicon

GA tag

10

Setting quyé&n cho thw muc

- Setting quyén céc file

- Ngan chan quyén truy cap vao cac tép cau hinh quan trong
vi du: chmod 400 wp-config.php, .git, .env

Ex: http://54.238.223.208/.git/config

f5l: Ubuntu
/etc/nginx/sites-enabled/default
https://prnt.sc/cGX0nqVXtPGw

Plaza - Tién




11

Thay d6i URL d&ng nhap

Dai tén nguoi dung / mat khau admin
bat gidi han truy cap IP admin

Kiém tra robot.txt

Xba readme.txt

Vi WP

Cap nhat 1&n phién ban mai nhét
Check setting admin, va wp Eﬁttﬁgg ; zﬁt;ﬁi gr? g%n
Disable xml-rpc.php

Xoa cac tép khéng can thiét

Xoa cac themes va plugin khong can thiét
Xac thyc béng reCAPTCHA

Bat WAF trén may chu

Chan truy cap tlr nwéc ngoai

Sao Iwu backup setting chwa?

An tac gia = 1 domain/?author=1 — Ex: https://tsplus.asahi.co.jp/articles/author/caerux/

TV Tsalad - Long, Tién

Link gép y: https://docs.google.com/spreadsheets/d/10M84bXimjNU4R|P7e7WQuj7jBoXxwJgMtH




